This paper emphasizes the use of cognitive task analysis to gain significant insight into the unique domain of intelligence analysts, how intelligence analysts view this domain, and how this domain can be replicated in a controlled simulation environment in which innovative tools and procedures can be empirically tested. Details of two comprehensive knowledge elicitation sessions involving intelligence analysts are provided as an example of using the Advanced Knowledge Acquisition and Design (AKADAM) methodology to obtain contextually relevant information for use in developing a homeland defense-oriented simulation/experimental task. Several distinctive characteristics of intelligence analyst functionality were discovered, including the multi-source integration of relevant information, complex cognitive analysis, and team collaboration in decision-making. Additional themes such as social interaction and the limitations of current analysis tools were identified.
INTRODUCTION
Recent political events have emphasized the importance of accurate intelligence analysis, and responsible government agencies are exploring multiple avenues to refine the analytic process. Incorporating new procedures and tools can prove risky, so it has become a priority to develop an analogous testing environment that allows analysts to make decisions under controlled conditions. As part of the development of a homeland defense-related simulation, a comprehensive knowledge elicitation of intelligence analysts' decisionmaking processes was performed. This paper details the use of cognitive task analysis to gain insight into the unique domain of intelligence analysts (IAs), their world view, and how this information can be applied to the development of innovative tools and procedures that can be empirically tested in a controlled simulation environment.
THESIS
The nature of the intelligence analyst domain is unique when compared with similar fields that involve intense decision-making processes, and requires domain-specific knowledge elicitation in order to generate a relevant test-bed for implementing novel analytic tools and procedures for aiding the accuracy of modern intelligence reporting. The present research identifies distinctive characteristics in this domain including the multi-source integration of relevant information, complex cognitive analysis, and team collaboration in decision-making.
SOURCES OF INFORMATION
The comprehensive knowledge elicitation/cognitive task analysis performed in this study was adapted from the participatory, user-centered knowledge elicitation methodology pioneered by McNeese and colleagues (McNeese, Zaff, Citera, Brown, & Whitaker, 1995) called Advanced Knowledge Acquisition And Design (AKADAM). Over the last two decades, this methodology has been tailored, adapted, and put into practice, particularly for complex applications in the Department of Defense (e.g., fighter aircraft cockpits, intelligent associates, management information systems). AKADAM focuses on utilizing cognitive task analysis and function-based decomposition techniques as a basis for the design of complex systems.
AKADAM is designed to combine information obtained by utilizing different forms of analysis for the design of complex systems. In this sense, AKADAM makes accessible and represents a holistic profile of a user's declarative, procedural, and design centered knowledge domains. This knowledge can then be used to create storyboards, rapid prototypes, or technological interventions within simulations. The topics of intelligence processing and analysis were further explored by a review of current literature regarding the intelligence analysis process and related factors (e.g., Woods, Patterson & Roth, 1998) .
User-Centric Methods
The AKADAM methodology assumes that the user is the expert in the use and application of their knowledge. Hence, the AKADAM methodology elicits knowledge in many forms that are highly intuitive for users. The three primary forms of knowledge elicitation that have been used are: concept mapping, functional decomposition techniques, and interactive design storyboards (Zaff, McNeese & Snyder, 1993) . The present study involved the first two types of elicitation techniques to gain knowledge from intelligence analysts.
Concept mapping is the cornerstone of AKADAM techniques. It begins with a cogent probe question for a subject matter expert (SME). As SMEs interact and describe their mental models as related to the probe question, the mapper creates a concept map structure on a whiteboard or poster paper in front of them. This initial map captures concepts that are valuable to the expert but also provides a facilitation mechanism to help them remember associated concepts. As SMEs begin to see the structure of concepts emerge as they talk, the concept map serves as a memory aid to spontaneously access more of their conceptual knowledge structure. This type of cognitive representation is termed a concept definition map. Once the initial map is formed, the methodology may continue with a different type of map called a concept procedural map. This second style of concept mapping emphasizes event-based memory while extracting events that produce more temporal and procedural qualities, as opposed to the basic, declarative structure of concept definition maps. In concept procedural mapping, the mapper captures the primary, sequential events for a specified scenario that was developed with the assistance of the participant. The mapper queries the SME to talk about various concepts, constraints, and processes that are resident within a given event or phase of the scenario, while tying these concepts directly into a stage, phase, or event-driven component of a scenario utilizing the same visual representation.
Typically, a collection of three or four researchers join the concept mapper and SME, forming a review board. The reviewers observe the concept mapping process, take additional notes, and serve as probe agents. Should the SME slow down or stop talking altogether during the concept mapping activity, a reviewer asks an applicable question from a list of highly salient probes developed prior to the elicitation session. The answer to the probe is then mapped directly into the most relevant area of the extant map. A typical concept mapping session will produce about 50-60 concepts in an hour's time.
SMEs are provided with a copy of their maps after the sessions are complete to directly assist in the validation process. The researchers ask the experts to review the maps for accuracy and for concepts that might evolve later in time. The research team also reviews the concept maps for further clarification and/or to develop questions that may be relevant to ask in a subsequent session. The decision to have a followup session frequently depends on the time, availability, and the demands of knowledge being pursued.
Supporting Human Analytic Capabilities
The goal of concept mapping activities is to create concrete representations of SMEs' knowledge and work processes. The analysis of these representations feeds directly into the design and development of analytic tools. Analytic tools are extremely helpful in the intelligence community as they quicken the access to accurate and timely information and provide computational and data-crunching capabilities. The richness of data sources in the intelligence community has increased tremendously over the last few decades, requiring sophisticated tools to help analysts process this wealth of data to avoid information overload. Successful tools can serve to enhance the human analyst's cognitive processes and automate data fusion if developed from a user-centric perspective. It is unknown whether continued technological advances will serve to eliminate the need for a human analyst, or whether such advances will merely highlight the importance of seamlessly integrating human decision-making within intelligence analysis cycles. Until the advent of sophisticated analysis processing software, tool development should focus on the enhancement of human analytical capabilities.
APPROACH
We interviewed both junior and senior analysts to access both novice and expert knowledge. All analysts had knowledge and experience in areas focusing on, but not limited to, weapons of mass destruction, counter-terrorism, counterintelligence, and human intelligence.
Procedure
The study was conducted in two sessions, which were held approximately two months apart. The first session featured three activities in which the IAs participated: a concept procedural mapping task; a concept definition mapping task; and a review of a simulation/experimental task currently under development. Each task was performed individually by the participants and lasted roughly 90 minutes each. A team of three interviewers was assigned per task, for a total of nine interviewers, with the participants rotating between the three tasks. The rotation structure of activities provided each group of interviewers with a short period of time in which to reflect upon the previous segment, or prepare probe questions for the next.
Prior to all tasks, the participants were pulled aside to develop a scenario with the assistance of one of the interviewers. This scenario consisted of a hypothetical situation where a "dirty bomb" was detonated in a heavily populated region of the United States. During the concept procedural mapping task, the analysts were asked to explicate the scenario using six specific time intervals listed below that evolved in the scenario development.
1. Activities prior to threat escalation 2. Receipt of a "golden nugget" of information 3. Bomb detonation 4. Immediate response of IA community 5. Credit for detonation claimed by a terrorist organization 6. Confirmation of bomb composition and severity of damage From these intervals, a concept procedural map was developed across a whiteboard. A concept definition mapping task was used to gather information about the responsibilities and daily activities of the participants. The third task was a review of a simulation under development involving emergency crisis management and homeland defense. The purpose of exposing the IAs to this simulation was to receive feedback regarding the direction of its development in the context of the intelligence community.
For the second session, the IAs were interviewed separately with a team of three interviewers each. During this session, each analyst participated in two tasks. First, they reviewed and clarified the concept maps that evolved from the previous session. Second, semi-structured interviews were conducted in which the IAs were given two novel scenarios that were developed by the researchers after identifying deficiencies from the first session. In the first scenario, the IAs were asked to explain how they would train their replacement. This scenario was intended to delve deeper into the important daily functions of an IA. The second scenario involved a hypothetical terrorist attack that destroyed much of the infrastructure necessary for normal IA operations. The participants were asked to provide their top five priorities for reestablishing a functional intelligence cell. This scenario was aimed at further discovery of the resources and tools that an intelligence analyst values for daily operations.
RESULTS
Preliminary findings are provided from intelligence analysts who have participated in the knowledge elicitation sessions to date.
Results: First Knowledge Elicitation Session
Two primary themes evolved from the concept mapping tasks from the first knowledge elicitation session. One theme was the importance of social interaction for intelligence analysts. While the function of an IA is inherently an individual knowledge construction process, there is a significant social construction of knowledge through collaboration and corroboration. Much of this process is emergent via information gathering, distillation of salient information fragments, and interpretation of that information via sets of rules, experience, or perhaps doctrine.
Collaboration is introduced in the process of decisionmaking, and corroboration is essential to this process. Since much of the information gathered is measured to some degree of confidence, analysts continuously seek to confirm the validity of their sources, leading to a unique form of socialization. The concept of a "golden nugget" -a single piece of evidence that clearly points towards a particular answer or solution -was largely dismissed in favor of a "critical mass" of information from numerous distinct sources. Thus, much of an analyst's focus is placed on verifying the source and accuracy of the information they have gathered.
Additionally, the corroboration process tends to induce stress, especially when formulating reports. Analysts are particularly concerned that misinformation, knowledge gaps, or incorrect conclusions from a poorly corroborated report may end up in the hands of a policy maker, and ultimately lead to the implementation of an inappropriate policy. Thus, IAs tend to look for verification of their conclusions with other analysts. This interaction appears to reassure the analyst, especially when a consensus exists.
The second theme that emerged from the first session was the limitations in current analyst tools. The participants indicated that search tools and agents used to seek relevant information were the most necessary of their tools. The analysts expressed concern with information overload related to the search process, including irrelevant information presented in the context of searches, and the need to process this material. IAs cited a need for better databases, noting specifically that it would assist their searching process if relationships between data were recorded rather than just lists of isolated entries. This raises a desire for robust link analysis tools, where semantically and contextually related items would be linked such that the analysts would be readily able to see important connections and associations between search terms and results.
In addition to providing better database search, organization, and linking tools, participants intimated their frustrations with the difficulties in sharing information across multiple databases. Another noted frustration was the lack of remote or alternate access of analyst resources, which is principally due to security issues with the sensitive nature of the material. The analysts mentioned that it was only recently, with the creation of the Department of Homeland Defense, that databases were allowed to be shared across agencies such as the FBI and CIA.
Results: Second Knowledge Elicitation Session
The scenario-driven style of the second session did not evoke any new themes but rather reinforced the themes that MEETING-2004 evolved from the first elicitation session. The first scenario, where the IAs are asked to train their replacement, reaffirmed the social theme noted above. For instance, a senior analyst remarked that one of the preliminary steps with a trainee would be introductions to other people, such as other analysts and managers. These human assets, the IA noted, were critical to the everyday operations that the trainee would experience.
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Further reinforcing the social theme was the emphasis that analysts would place on teaching the trainee about particular communication tools, such as the cables and e-mails sent across a wide-area network. Similarly, the IAs would stress what information was important to report, such as the credibility of a source, as well as whom to report this information to, as well as how to report it.
The second scenario, where the IAs are asked what tools they would need replaced most in the unlikely event of a catastrophic loss, produced mixed results. The senior analyst was very specific, citing the need for tools to capture, search, transform and disseminate information, as well as link analysis and situation awareness tools. The junior analyst indicated, however, that a pencil, paper, and decent digital camera were all that he would require. Notably, this variation could be due to the difference in experience levels between the two analysts.
As the analysts discussed this scenario, their responses naturally tended towards enumerating the negative aspects of using these tools. Thus, the analysts revisited the second theme of tool limitations found in the previous session. If given the opportunity to upgrade their tools rather than replace them, the IAs indicated that they would like to have a more intuitive search engine tool. Similarly, the analysts indicated a desire for seamlessness, such as an analyst assistant agent that would operate "underneath" the analyst's current activities, monitoring those activities, and then providing relevant information without having to explicitly ask for it or task the agent. This highlights an analyst's need for metacognitive support functions.
DISCUSSION
The utilization of the AKADAM approach to elicit knowledge from IAs has resulted in valuable insights and the preparation of concepts, knowledge, and procedures that inform the development of specific cognitive tools that enhance human analytical and team collaboration functions in this context. The themes identified above indicate a need to explore and develop innovative collaborative tools that address team situation awareness (Wellens, 1993) as well as enhance the search and retrieval of information.
Furthermore, tools to enhance corroboration and communicate consensus among intelligence analysts can help reduce the stress induced by uncertainty that is inherent in this type of work.
Advancements in affective computing can also monitor and compensate for stress responses which can negatively impact performance.
As we continue to apply the cognitive task analysis procedure described in this paper to more intelligence analysts over the next few months, our hope is to progressively deepen our knowledge and then use knowledge as design to envision (1) problem decomposition tools for individual analysts and teams of analysts, and (2) expand the rationale and basis of knowledge within the homeland defense simulation we are currently developing for rapid prototyping and analysis of innovative analytic and affective computing tools.
